MamsaTka ana B3pocnbix
«be3onacHbIn UHTepHeT»

VYBaxaemble poautenu! Eciu Bamm netn nonssyrorcs cerbto «MHTEpHET», BhI, 0€3
COMHEHHs, OECIOKOMTECh O TOM, KakK yOepeub WX OT HEMPHUIATHOCTEH, KOTOpPhIE MOTYT
MOJICTEpEraTh BO «BCEMUPHOW MAyTHHE». 3HAYUTEIBHOE PACHpPOCTPaHEHUE MATEPHAIOB B
cetu «HTEpHET», MpeIHA3HAYEHHBIX TOJBKO JJIS B3POCIBIX WM HENPUEMIIEMbIX JUIS I€TEU
M0 KaKoi-mubo APyroil MpuurHe, MOXKET JIETKO MPUBECTH K HETATUBHBIM MOCIIECTBUSIM.

B Hacrosiee BpeMsi CUTyalusi CKJIQJbIBAE€TCS TAKHUM 00pa3oM, 4TO KaKIblil peOEHOK,
BBIXO/AIIUN B ceTh «MIHTEpHET», MOXKET MPOCMaTPUBATh JHOObIE MaTEpUaibl. A 3TO HaCUIINUE,
nopHorpadus, CTpaHMIbl, MNOATAIKUBAIOIINE MOJIOACKb K CaMOyOMHCTBaM, aHOPEKCHU
(oTKa3 OT mpueMa MuiIK), yOulcTBaM, CTPaHULbl C HALMOHAIMCTUUECKOMN, IKCTPEMUCTCKOMN U
OTKPOBEHHO (DalIMCTCKOW MEO0JIoruel 1 MHOroe apyroe. Yacrto ObIBaeT Tak, 4YTO MPOCMOTP
TakoM MH(pOpMalUu Jake HE 3aBUCUT OT peOeHKa, BEJb HA MHOTUX caliTax OTOOpa)xaroTcs
«BCILIBIBAIOIINE OKHA», COJIEPrKallie HETaTUBHYIO AJI1 HECOBEPILIEHHOJETHUX UH(OpMalHIo,
qale BCEro NOpHOrpa(puuecKoro CoaepKaHusl.

Kpome Toro, B ceTu HEpenKO BCTPEYAOTCS JIIOAHM, KOTOPBIE MBITAIOTCA C MOMOIIbIO
WNHTepHeTa BCTynaTh B KOHTAKT C JE€TbMH, MpecieAys ONAacHbIe WM IPOTUBOIPABHBIE IS
pebeHKa 1eau. 3JI0YMBIIUIEHHUKH HMCHOJb3YIOT 3TH KaHAJbl NIl TOrO, YTOOBI 3aCTaBUTh
JeTel BbIAATh JUYHYIO HWH(OpMALMIO, BOBJIEYb HECOBEPILICHHOJETHUX B COBEPIICHHUE
ACOLMAJIbHBIX U MPECTYITHBIX ACHCTBHM.

Mepbl NPpEAOCTOPOKHOCTH UM YTO HYKHO IOMHUTDH POAUTECIAM:

- yTOoOBI IpefocTepedb peOeHKa OT HEraTUBHOTO Bo3aeicTBUS HTEepHETa, 00BsACHUTE
JETSIM NPUHIUN paboThl cetu. Hayunte peOeHKa noiabp30BaThCs MOMCKOM B ceTH «HTepHEeT.
[Tokaxknure, KaK KCIOJIB30BATh PA3JINYHBbIE MIOUCKOBBIE CHCTEMBI, B TOM YHUCJE AETCKUE, IS
OCYIIECTBJICHUS MOMCKA [TO3HABATEIBHOM U pa3BUBArOIIeH /i peOeHKa nHOpMaLnu;

- peOCHOK JOJDKEH MOHMMATh W TOMHHUTB: HaxoXJaeHue B HHTepHeTe BO MHOIOM
HallOMUHAeT MnpeOblBaHME B OOWIECTBEHHOM MecTe. OMacHOCTH, TMOJICTEPEraroiye
MOJIb30BATENSI, CX0XKH C PUCKOM, BO3HHUKAIOIIUM IMpU OOLIEHUU C YyKUMHU JoapMu. Eciu
JI€TH JTMYHO HE 3HAIOT YEJIOBEKa, C KOTOPHIM OOIIAIOTCS B CETH, 3TO PABHOCUIIBHO OOILEHHUIO
C HE3HAKOMIIEM B pEaJibHOM >KM3HU, UTO 3aIPEIICHO;

- OynbTe BcerJa OCBEJOMIIEHBI O TOM, 4eM 3aHuMaroTcs Bamm netm B MHTepHere.
[Tonpocure ux HayuuTh Bac mosib30BaThCs pa3aMuHBIMUA MPUIOKEHUSIMU, KOTOPbIMU BbI He
noiap3oBIUCh paHee. Ilocemainite HMuTepHer BMecte ¢ aerbmu. lloompsiite neren
paccka3biBaTh Bam 00 ycnexax u HeyJauax B IPOLIECCE OCBOEHUS CETH;

- MIOMOTHMTE JE€TAM IOHATh, YTO HE CIEAyeT pa3Mmemarb B VHTepHETE JINYHYIO
uHpopMalMi0o O cebe M CBOEW ceMbe: IOJIHbIE aHKETHbIE JaHHbIE (CBOM JIMOO CBOUX
HECOBEPIICHHOJIETHUX JIpy3€il), HOMep MOOMJIBHOTO TenedoHa, JOMALIHUI aapec, HOMeEp
IIKOJIBI, MECTO paboThl pOAUTENEH, 00y APYryl0 JUYHYI0 HHGPOpPMAIUIO, a TaKxke
JIeMOHCTpUpoBaTh (hoTorpaduu (cBou U ceMbH). OOBSICHUTE, UTO JTHOOON YETOBEK MOXKET 3TO
YBUJETH U UCIOJIb30BaTh B CBOMX LIEJISAX, 3a4ACTYIO MPOTUBOMPABHBIX U aMOPATbHBIX;

- ecniu Bam pebGeHok mnonydyaeT cnam (HEXeNaTeIbHYI JJIEKTPOHHYIO TMOYTY),
O0OBSACHUTE, YTO HE HYKHO BEPUTh HANMCAHHOMY B TaKUX MUCbMAaX U HU B KOEM CIyyae He
CJIelyeT OTBEYaTh HA HUX;



- peOEHOK JOKEH 3HaTh, UTO HENb3S OTKPBIBATH (Pailiibl, MPUCIAHHBIE HE3HAKOMBIMU
JIOAbMH, TIOCKOJBKY OHHM MOTYT COJEpKaTh BHUPYChl HIM (POTO-, BUACOMATEPUAIIBI
HEIPUCTOMHOIO WJIM arpecCMBHOIO cojepkaHud. JlaiiTe MOHATh peOEHKY, YTO HEKOTOpHIE
moan B VIHTepHETe MOTYT TOBOpPUTH HEMpaBAy U ObITh HE TEMH, 32 KOTo ceOs BBIIAIOT.
Hayuute pebeHka mpoBepsTh BCe TO, YTO OH BUAUT U yuTaeT B IHTEepHETE;

- pacckaxute peOeHKy, 4yTo B HTepHeTe BCTpeHaroTCs M «XOPOILINE», U «ILTOXHUE»
moau. OObACHUTE, NTOYEMY HE CTOUT A00aBIATH «B APY3bsS» HE3HAKOMBIX JIIOJEH — OHHU
MOTYT OBITh HE TEMH, 3a KOro ceds BrlaatoT. [Ipeaynpenure pedbeHka, 4TOObl OH HU B KOEM
Cllydae He corJlalajcs Ha BCTpeud ¢ VIHTepHeT-He3HAKOMIaMU B PEAJIbHOM JKU3HU, NPEKIC
YeM HE IOCTaBUT B M3BECTHOCTh Bac wim Onu3kux poicTBeHHHMKOB. [locoBetyiiTe emy
oOuiarbest B IHTEpHETE TOJIBKO C TEMH, C KEM OH JINYHO 3HAKOM;

- I[PEeNOoCTeperuTe OT CKauuBaHMs IUJIATHOM HMHQPOpMaluu, OCOOEHHO uYepes
cMmc-cooOuieHus. OObACHUTE, MTOYEMYy HE CTOMT OOpallaTh BHUMAHUS Ha SIpKUE OaHHEPHI
C COOOIIECHUSIMH O BBIMTPHIIIAX WK MPU3aX;

- TOCTOSIHHO OOIIalTeCh CO CBOMMH JI€TbMH, pAacCKa3blBaliTe€ W COBETYHTE, Kak
IIPABWJIBHO MOCTYNIATh U PEarupoBaTh HA JIEUCTBUS APYTUX JroJen B IHTEpHETE;

- HAy4YUTe JETEW MPaBUIBHO PEarupoBaTh, €CIU UX KTO-TO OOHIEN B CETH, WIH OHU
MOJIYYWJIN/HATOJKHYJINCh HA AarpecCUBHBIM KOHTEHT, a Takxke JIIoOyl0 aMOpalbHYIO
uH(popmanutio. Pacckaxute, Kysia B IOA00OHOM CIIy4ae OHU MOTYT OOpaTUThCS;

- yboenuTech, 4TO Ha KOMIIbIOTEPE, KOTOPBIM MOJIb3YIOTCA Bamm netu, ycTaHOBIIEHBI
Y TIPaBUJILHO HACTPOEHBI CpesicTBA (QUIbTPALIUH.

PoauTeJbCKHii KOHTPOJIb — OTO OrPaHMYCHUE [OCTyNa JeTed U MOAPOCTKOB
K HeXeNaTrelbHbIM caiitam B MuTepHere. PonuTenbCckuii KOHTPOJb MOMKET HE TOJIBKO
OJIOKMpPOBATH JOCTYN K TaKUM caiiTam, HO U OTpaHWYMBATH UCIOJIb30BaHUE MHTepHeTa 1o
BPEMEHU CYTOK, JHAM HEIETu WIM JUIMTeNbHOCTH ceaHca. CyliecTByeT MHOMKECTBO
mporpaMM ®  (QWIBTPOB, CpeAW HUX: aHTHBUPYC Kacmepckoro ¢ BO3MOXXHOCTSIMH
poauTtenbckoro koutposs — «Kaspersky Internet Security», nporpamma-punstp «NetPolicey,
nporpamma-buiasTp «UHTepHeT LleH3op», denepanbHas mporpaMma JETCKOTO WHTEpPHETa
«l"oryne» u gpyrue;

- TPUYYUTE JETEH, YTO OHU JOJDKHBI MOCEHATh TOJIBKO T€ CaWThl, KOTOPbIE BbI
paspemuiii, TO €CTh CO3JalTe JJii HUX TaK Ha3bIBaGMbIM «OEJblil» CIHUCOK CalWTOB B
HNHTepHETE C MOMOIIBIO CPENCTB POAUTEITHLCKOTO KOHTPOJIS;

- Hay4yuTe Balero peOCeHKa YBaXEHHUIO M OTHKETy B TPOIECCE IMOJb30BaHUS
HNurepuetom. Ilompocure pebGeHka HE NPOBOIUMPOBATh KOH(IMKTHBIC CHUTYallMH M
OTHOCHUTBCS K JPYTUM IOJIH30BATEIISIM TaK K€, KaK OH XOTeJ Obl, YTOOBI OTHOCHUJIMCH K HEMY
caMoMy. OOBSICHUTE, YTO HHU TPH KAKUX OOCTOSATEIbLCTBAX HE CTOUT pa3MeIaTh
MIPOBOKAITMOHHBINA MaTEepUaI M HE PACIIPOCTPAHSATH 0 Ybe-TN00 MpochOe MHPOPMAITMOHHEIE
1 arpecCUBHO-HACTPOCHHBIE cooOieHus. Mudopmanus, BeiioxkeHHas B IHTEpHET, JOCTyITHA
BCEM U MOXKET OBITh UCIIOJIb30BaHa B JIFOOBIX, B TOM YHCJIC, MOIICHHUYECKUX IIEIISIX.

Pacckaskure nersim npapuia d6esonacHoro Uurepuera:

- HAKOMY M HHKOIJAa He pasriamaid cBom napoiud. OHU — TBOM TJIaBHBIA CEKpET.
[Ipunymaii CBOM YHUKAQJIBHBIM Mapojib, O KOTOPOM HHUKTO HE CMOXKET Joragatbcs. He



3amuchiBail maponu Ha OymMakkaX, HE XpaHU UX B OTKpBITOM jaocTyrne. He oTmpasmsii cBou
[IapOJIM 10 3JIEKTPOHHOU MOYTE;

- IIPY PErUCTPALMM Ha CaliTaX U B COLMAIBbHBIX CETSAX CTapailcsi HE yKa3blBaTh JUUHYIO
uHpopMalrio (CBoM (aMUINIO, UMsI OTYECTBO, HOMEp TenedoHa, afpec MecTa KUTEIbCTBA,
IIKOJIbI, MECTO PabOTHI POJUTENICH U APYTroe) — OHA MOXKET OBITh JOCTYITHA BCEM, JIaXe TEM,
KOT'O ThI HE 3HACUIb;

- IOMHH, 4TO (oTorpadusi, pazMmeileHHas B UHTepHeTe JocTymHa JIsl TPOCMOTpPa BCEM.
Crapaiics He pa3memarh (OTO, HA KOTOPBIX U300pakeHa TBOSI CEMbsI, IITKOJIA, JOM U JIpyTue
JIMYHBIE TAHHBIE;

- HE BCTPEYAICS C TEMH, C KEM Thl 3HAKOMUILbCS JIUIIb B IHTEpHETE;

- IOMHHU, YTO MHOTHE JIIOJIM PaccKa3bIBaloT 0 cebe B IHTepHeTe HelpaBy, B TOM YUCIIe
CBEJICHUS O BO3pACTE U IMOJIOBOM MPUHAMJICKHOCTH;

- B MlHTepHETE M COLMAIBHBIX CETSAX CTapaiics oOHIaThCs TOJBKO C TEMH, C K€M Tbl
JTU4HO 3HaKoM. [lorymaii u mocoBeTyics ¢ pOJUTENSIMH, IPEKIE YEM JOOABUTh HE3HAKOMOTO
YeJI0BEKa K ce0e B CIIUCOK «JIpYy3€ii»;

- HE WUCIMOJB3yH BeO-KamMepy IMpu OOLIEHUH C HE3HAKOMBIMU JIIOJbMH, MOMHU O
HEO0OXOAMMOCTH COXPAHATh JUCTAHIUIO C HE3HAKOMIIAMU;

- yBakall cobeceqnukoB B MHTepHeTe. Hukorna u HU mpu Kakux OOCTOSITEILCTBAX HE
yrpokal JpyruMm, HE pa3Mellail arpecCUBHbIA M MPOBOKAIMOHHBIA MaTepual. bynb
npyxentooe. He rpy0u;

- He BCTyNail B HE3HAKOMbIE COOOILECTBA U HE paclpocTpaHsil mo 4en-nmudbo mnpocbde
nH(}OpMaIMOHHBIE, TPOBOKAIIMOHHBIC U arPECCUBHO-HACTPOCHHBIE MAaTEPHAIIBI U COOOIIICHHUS;

- HE BCE, YTO Thl MOXKEIIb MPOYECTh WU YBUAETh B UHTEpHETE — NpaBaa. He neHucs u
nepenpoBepsAid UHPOPMaIMIO B JPYTUX OUCKOBBIX CUCTEMAX WU CIIPOCH Y POJUTEINEH;

- IOMHHU, YTO CYLIECTBYIOT CalThl, HETIPEIHA3HAYEHHBIE ISl AETEH, HE 3aX0/I1 HAa CANThI
«IJIA TeX, KTO cTapiie 18 neT», Ha HENPWINYHBIE U arpECCUBHO HACTPOECHHBIE callThl. Ecin
Thl TONAJl Ha TaKOW CalT MO CChUIKE, 3aKpoW CBOM Opaysep, HCMOIb3YS KIaBUIIH
“ctrltalt+delete™;

- paccKaXxu BCE, YTO Tbl yBUJEJ, BBIYYMJI WJIM Y3HaJl HOBOrO B3pociomy. [loBepsii
CBOUM POJUTENSIM, MOCKOJBKY TOJBKO OHU CMOTYT IIOMOYb B TPYJHOUM CUTyalluu;

- HUKOI'/Ia HE yKa3bIBail CBOM HOMep TenedoHa WU JIEKTPOHHBIN aJipec, He OTIpaBiIsai
C HEro cMc-cooOllleHHs Ha He3Hakomble HoMepa B HMutephere. Eciam Tebe mnpwuiio
COOOILIEHUE C HE3HAKOMOT'O a/Ipeca, €ro Jy4llle He OTKPbIBaTh;

- ecni Te0e MOKa3aJioCh, YTO TBOU JPY3bs OTIPABIISIOT TEOE «CTPAaHHYI0» UH(GOPMAIIHIO
WJIM TIPOTPAMMBbI, TIEPECIIPOCH Y HUX, OTIPABIISIIN JIM OHM Tebe Kakue-nmuoo ¢aiibl. MHoraa
MOIIEHHUKH MOTYT JEHCTBOBaTh OT MMEHU UYKHUX JIIOAEH, B TOM YHUCJE TBOUX JpYy3ed H
POJICTBEHHUKOB;

- €CIIM ThI XOouellb KynuTh B MHTepHETe KaKyr-Iu0o YCIyry WId Urpy, oOpaTHCh K
B3pocaomy. OH ToJickakeT Te0e, Kak n30eKaTh MOIIEHHUYECTRA,;

- He 3arpykail (pailsipl, mporpaMMbl WM MY3bIKY 0€3 COrJiacus B3pOCHbIX — OHH MOTYT
COJIEPKaTh BUPYCHI U IPUUYUHAT BPE]l KOMIIBIOTEDY.

Yro nenarp, eciid pedeHOK BCe 7Ke CTOJNKHYJICH ¢ KAKHMHU-JIN00 pUCKAMHU:

VYcTaHOBUTE TOJOXKUTENbHBIA 3MOLUMOHANBHBIA KOHTAaKT C PEOEHKOM, pPAaCIOIOKUTE
€ro K pasroBopy O TOM, YTO CIy4MJIOCh. Pacckaxure, 4To Bbl OOECIIOKOEHBI T€M, UTO C HUM



npoucxoauT. PeOeHOK nokeH BaM JOBEpsATh M 3HAaTh, YTO BBl XOTHUTE pPa300paTbes
B CUTYalld U TIOMOYb €My, a HE HaKa3aTh.

[TocrapaiiTecb BHUMATENIbHO BBICIYIIATh paccka3 peOeHKa O MPOU3OIIEIIIEM, YTOOBI
MOHSTHh HACKOJIBKO CEPHE3HO CIYYUBIIEECS MOTJIO MOBIHUATH HAa HETO.

Eciu peGeHok paccTpoeH YeM-TO YBHJIEHHBIM (HampuMep, KTO-TO B3JIOMall €ro
npoduiab B COLMATBHOW CETH) WM MONAT B HENPHUATHYIO CUTYAIUIO (TMOTPATHI Balld WIH
CBOM JICHBI'M B pE3yJibTaTe HWHTEPHET-MOUICHHUYECTBA W Ipouee) — IMOCTapalTech €ro
YCHOKOUTh. BMecTe ¢ HUM pa30epuTech B CUTYallUU: YTO MPUBEIO K JTAHHOMY PE3yJbTary,
KaKue HEBEpPHBIE JCHCTBUS COBEPIIMII caM PEOCHOK, a TJIe Bbl HE pPacCKa3aid eMy O MpaBujax
oe3onacHoctn B MuTepHere. [IpoBenure «paboTy Haj omMOKaMU» U OOBSICHUTE PEOCHKY,
Kak o0e30macuTh ce0s OT HeraTuBHBIX (akTopoB MHTEpHeTA.

Ecnu cutyanust cBs3aHa ¢ HacuiaueM B VIHTepHeTe MO OTHOIIEHHIO K pPeOEHKY,
TO HEOOXOAMMO  BBISICHUTH HHPOpManui0 00 arpeccope, BBISICHUTh HCTOPHUIO
B3aMMOOTHOIICHUI peOeHKa M arpeccopa, BBIICHUTH CYIIECTBYET M JOTOBOPEHHOCTb
0 BCTpeYE B pealbHOM JKU3HU; Y3HATh ObUIM JIM TaKH€ BCTPEYH U YTO M3BECTHO arpeccopy
0 peOeHke (peasibHOE MM, hamMuiIus, aapec, TelePoH, HOMEP IMIKOJBI U TOMY MOJI00HOE),
KECTKO HacTaWBaliTe Ha M30ETaHWM BCTpEeU C HE3HAKOMIIaMH, 0COOCHHO 0e3 CBHIETEINEH,
POBEPHTE BCE HOBBIE KOHTAKTHI peOCHKA 3a MOCIeIHEE BPEMS.

CobGepute Haubosiee MOJHYIO HUH(POPMAIUIO O MPOUCIIECTBUM KaK CO CJIOB peOCHKa,

Tak M C IOMOIIbI0 TEXHUYECKUX CPEICTB: 3aliIUTE HA CTpaHUIbl cailta, rae Obul Ball
peOEHOK, MOCMOTPUTE CIHCOK €ro Jpy3eil, mpourute coobmieHus. [Ipum HeoOxomumocTu
CKOIMPYHITE U COXPAHUTE ATY MHPOPMALUIO — B JaJbHEHUILIEM 3TO MOXKET BaM MPUTOJUTHCS
(Hanpumep, A1 0OpaleHus B IPAaBOOXPAHUTEIbHBIE OPTaHbI).
Eciu Bbl HE yBEpeHbI B OLIEHKE CEPbE3HOCTH IMPOU3OLUEALIEIO C BallMM PEOEHKOM, WM
OH HEJ0CTAaTOYHO OTKPOBEHEH (HE TOTOB UATH Ha KOHTAKT), UM Bbl HE 3HAETE KaK MOCTYIUTh
B JIaHHOM cHUTyalluu — oOpaTuTech K crenuanucraMm (TenedoH IOBEpHs, Topsdas JIMHUS
u Jpyroe). BaMm manyt pekoMeHAaluu O TOM, KyJa U B Kakod (opme oOpaTUThCs, €CIH
TpeOyeTcsi  BMEMIATEeIbCTBO  JIPYTUX  CIOy:K0 W OpraHu3amuii, B TOM  YHUCIE
MPaBOOXPAHUTEIBHBIX OPTAHOB.




